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	LINKS
	Linkedin

	

	

	PROFILE
	Dynamic Technology Risk Specialist & BISO with over 20 years of experience driving impactful cybersecurity initiatives across diverse sectors, including Banking, Insurance, Finance, and Transportation. Expertise in security risk and governance, third-party risk management, and enterprise security architecture fosters the development of robust security practices within organizations. Proven ability to communicate complex security concepts effectively while collaborating with cross-functional teams ensures alignment with business objectives and compliance with regulatory standards. Adept at managing multiple priorities under pressure, continuously enhancing security frameworks to mitigate emerging threats and protect organizational assets. Committed to fostering a culture of security awareness and resilience throughout the enterprise. 

	

	

	CERTIFICATION

	
	Certified Information Systems Auditor (CISA) - License # 20163890, ISACA
	

	
	Certified Data Privacy Solutions Engineer (CDPSE) - License#2003071, ISACA
	

	

	

	EMPLOYMENT HISTORY

	Sep 2019 — Present
	Technology Risk Specialist, Toyota Financial Services & Toyota Insurance Management Services (Affiliate)
	Plano, Texas

	
	· As a 2nd LOD (Line of Defense) primary responsibility of this role is to analyze cybersecurity and technology risks by working closely with technology teams and business  verticals. 
· Provide independent risk oversight  for Toyota Financial and  its affiliates (Toyota Insurance/ Toyota Financial Affiliates) Business Units through the effective identification, mitigation, monitoring and reporting of transverse AI risk (e.g., technology, data, operational, compliance) within Enterprise Technology. 
· Serve as a subject matter expert and steward of the AI Risk Framework to identify, report and mitigate AI risks. 
· Execute independent assessment and oversight of the maturity and adequacy of AI controls to achieve business outcomes that balance business growth and risk management objectives. 
· Identify and provide guidance to SME's who evaluate AI Use Cases by categorizing them based on their risk levels. 
· Perform  risk assessment to internal and external applications, systems, supporting tools and infrastructure part of organizations technology landscape 
· Strengthen and sustain proactive risk culture through conducting effective risk focused management and partnership routines with risk teams and internal partners. 
· Assess  and implement IT general controls in alignment with regulatory requirements (e.g SOX, GDPR, PIPEDA, NYDFS) and security frameworks (e.g., NIST) 
· Drive cybersecurity, compliance, third-party assessments, and risk management efforts across enterprise stakeholders and internal cybersecurity teams 
· Leads various 2LOD technology and cyber assessments including gap assessments,control assessments, maturity assessments etc. 
· Facilitate the filing of Information security risk exceptions for hosted systems and associated to risk subcommittee and document the decisions with suitable risk treatment and mitigation options. 
· Responsible for tracking the remediation efforts with the stakeholders ensuring identified security gaps are addressed as committed in the risk treatment plan. 
· Continuously  capture inherent risk (cyber, technology, and operational) to identify alternative countermeasures to minimize residual risk. 
· Collaborate  with all levels of leadership within IT and other business areas to  assess, track mitigation, and monitor organization controls and  cybersecurity conditions through risk prioritization 
· Partner effectively with cybersecurity, product, platform, internal audit, legal, and other internal peers to support companies’ compliance with applicable legal, regulatory, and security frameworks 
· Work  closely with the Cyber Risk & Operations Management (CROM) team as  well closely partnering with all cybersecurity teams to evaluate, implement, maintain, and improve security controls to assure compliance with the organization policies, regulatory and legal requirements 

	Jun 2022 — Dec 2024
	BISO - Business Information Security Officer, Toyota Financial Services & Affiliates
	Plano, Texas

	
	· Build an information security-conscience culture within each responsible business unit. 
· Support each responsible business unit in the development of their strategy and road maps in alignment with security strategies. 
· Contribute strategic expertise to mitigate application risk for new and ongoing  software, hardware, or services deployment projects in physical or cloud scenarios. 
· Contribute strategic expertise to program expansion and/or upgrade projects of existing services or technology sets to maintain solution relevance. 
· Communicate current and emerging security threats to the business and across security domains 
· Communicate upcoming security projects with dependencies on the domain, supporting prioritization of the security projects within the business domain 
· Collaborate with business units, application teams, architectural teams, and third-party vendors to provide guidance on security controls for managing risk across the company. 
· Align the design of security architecture elements to business requirements in the mitigation of threats as they emerge. 
· Identify security design gaps in existing and proposed architectures and recommend changes or enhancements in meeting Global Information Security Policies and standards. 
· Played key role in defining global AI standards. 
· Playing key role in AI governance committee reviewing technology, tools, vendor and design for Toyota's business from risk standpoint. 
· Collaborate with cross-functional teams to identify control objectives, control activities, and control owners. 
· Ensure IT controls are integrated into the system development life cycle (SDLC) processes. 
· Develop strong partnerships with IT leaders and service teams to manage corporate function IT and security risk. 

	Oct 2014 — Sep 2019
	Security Architect, American Airlines
	Fort Worth, Texas

	
	· Work closely with IT Application and Infrastructure architects to ensure the security of all Business IT systems, data & processes. 
· Provide Security consulting services to business verticals in helping comply with Information Security policies and standards. 
· Manage and conduct security risk assessments for Business IT Applications and Infrastructure systems. 
· Communicate Risks, Business impact, and risk treatment plan to Business and IT leadership. 
· Identify, analyze and formulate risk treatment plans with various business verticals. 
· Leverage the enterprise GRC tool (Archer) to manage security architecture reviews, security policy exceptions, risk assessments findings. 
· Provide overall guidance to Security engineering teams on security control implementation 
· Work on security process tuning with application/product owners. 
· Contribute in the development of Information security Policies, Standards, and Controls. 
· Contribute to the development and maintenance of security architecture standards and pattern documents. 

	Apr 2007 — Oct 2014
	Associate Consultant, Wipro Ltd
	Irving, Texas

	
	· Manage client relationships 
· Work with clients to gather their business requirements and problem statements and articulate into technical requests for offshore teams 
· Design , implement  and maintain security solutions 
· Write Technical Documents for support and Operations, deliver trainings to developers and customers 
· I have helped client to meet the requirements of PCI-DSS certification. 
· Collaborate with Vendors to identify and propose cost effective solutions to customers 
· Handover production to operations 

	Jan 2006 — Apr 2007
	Application Engineer, Cybernet Slash Support (CSS) Corp Ltd
	Chennai, India

	
	· Provide Technical Support for installing Enterprise  Routers, Switches, and Wireless appliances. 
· Handle customer escalation regarding the products and provide solutions accordingly. 
· Provide Feedback to product engineer team on defects/ issue related to the products. 
· Train the new associate for handling technical support for the product by phone. 
· Manage the email technical support queries regarding the products. 
· Provide feedback to the technical support engineer regarding the call they handle. 

	May 2005 — Dec 2005
	Technical Support Engineer, HCL 
	Chennai, India

	
	· Provide Technical Support for installing Routers, Switches, and Wireless products. 
· Provide Feedback to product engineer team on defects/ issue related to the products. 
· Manage the email technical support queries regarding the products. 

	

	

	EDUCATION

	
	M.S Cybersecurity Policy & Compliance, George Washington University
	

	
	· MS course In Progress - Online 
· Expected Completion Date: Dec 2026 

	
	Bachelor of  Technology in Information Technology (B.Tech.), Anna University
	Coimbatore, India

	
	College studied in Amrita Vishwa Vidyapeetham affiliated to Anna University 

	
	Diploma in Computer Technology, State Department of Technical Education
	Coimbatore, India

	
	College studied in VLB Janakiammal Polytechnic affiliated to State Department of Technical Education 

	

	

	SKILLS
	Security Risk & Governance
	Expert
	
	Third Party Risk Management (Products/ Service Providers)
	Expert

	
	Enterprise Security Architecture
	Expert
	
	Security Advisory
	Expert

	
	Security Strategic Planning
	Expert
	
	AI Risk
	Expert

	
	Regulatory & Compliance  ( PCI-DSS, SOX, PIPEDA,NYDFS,FDIC etc)
	Experienced
	
	Privacy (CCPA,GDPR)
	Experienced

	
	Cloud Security (AWS, Azure and GCP)
	Experienced
	
	Vulnerability Management (Infra & Application)
	Experienced

	
	IAM
	Experienced
	
	Platform Security
	Expert

	
	Network Security
	Experienced
	
	End Point Security
	Experienced

	
	Security Operations
	Experienced
	
	Zero Trust
	Expert





